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SBED Weekly Update 01-May-18

Dear,
SBED team is pleased to inform you that 5§53 new FSCA/recalls posted on SFDA website
(Please note: below list of FSCA/ recalls for the period of 4/23/2018 to 4/29/2018

In order to view more details, click the links and for ECRI alerts see the attachments

NOTE:

FSCA / Recalls are classified into three categories, representing the potential risk to
public health: Class | : High Risk, Class Il : Medium Risk and Class IlI: Low Risk.

FSN ( Field Safety Notice) : A communication to customers and/or users sent out by a
manufacturer or its representative in relation to a Field Safety Corrective Action

Anaesthetic and respiratory devices

New  Geratherm UniqueResc+ 4/24/2018 Geratherm Medical AG Commercial and importi  FSN

New  Oxygen Mask for Adults ~ 4/29/2018 Asid Bonz GmbH N/A FSN
and Children, high
concentration

Update Servo-air, Servo-l, Servo- 4/26/2018 MAQUET Inc Gulf Medical Co. 2
s, Servo-n and Servo-u

Dental devices

New  Genesis Surgical Cassette  4/25/2018  Keystone Dental Inc. N/A 2
Tapered

Diagnostic and therapeutic radiation devices

New GMR40 4/25/2018 NeurolLogica N/A 2

A/Ca\

A/Ca\


http://www.sfda.gov.sa
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12504
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12534
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12519
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12513
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12516

#

New

New

MEVATRON , ONCOR,
PRIMUS

RayStation 6 (RayPlan 2)
and RayStation 7
(RayPlan 7)

4/25/2018

4/24/2018

Electro mechanical medical devices

New

New

New

Update

New

New

Advance 35LP LowProfile
PTA Balloon Dilatation
Catheter

APOLLOblue (24V)

Cardiovit AT-102 plus.

PadPro Minilnfant
Multifunction Electrodes
2602 Series

Spectra Optia Apheresis
Systems

Terumo Advanced
Perfusion System 1 Flow
Module.

In vitro diagnostic devices

New

New

Alere Afinion ACR Control

Combur-Test UX,
Chemstrip 10 A, Urisys
1100

4/29/2018

4/24/2018

4/29/2018

4/24/2018

4/29/2018

4/23/2018

4/29/2018

4/29/2018

Siemens Medical
Solutions

RaySearch Laboratories
AB

Cook Medical Europe
Limited

> GmbH Laser Applikation Medical regulations gate

Schiller AG

ConMed Corporation.

Terumo BCT Inc

Terumo Cardiovascular
Systems Corporation

Alere.

Roche Diagnostics Corp

Siemens Medical
Solutions

N/A

Majal Care for Trading
Est.

ipplies & Services Co.Ltd

ProMedEx

ABDULREHMAN AL
GOSAIBI GTB

ABDULREHMAN AL
GOSAIBI GTB

Waleed Al-Madani Est.

FAROUK, MAAMOUN
TAMER & COMPANY

2

FSN

2

2

FSN

FSN


https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12515
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12501
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12529
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12508
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12526
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12511
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12492
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12523
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12522
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[High Priority ] - A30461 : Terumo—Spectra Optia Apheresis Systems: Failure to Prime Blood

Warmer before Use May Result in Air Delivery to Patient
Medical Device Ongoing Action

Published: Wednesday, April 25, 2018
Last Updated: Thursday, April 26, 2018

UMDNS Terms:
® Apheresis Units, Blood Donor, Plasma[23136]
® Apheresis Units, Therapeutic, Platelet/Plasma Exchange [32815]

® Apheresis Units, Therapeutic, White Blood Cell [32816]
Product Identifier:
[Capital Equipment]

Terumo BCT Inc

Model Model No.

Product
Apheresis Systems Spectra Optia 61000

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), Canada, U.S.
Manufacturer(s): Terumo BCT Inc10811 West Collins Ave, Lakewood, CO 80215, United States

Suggested Distribution: Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Oncology, |mmunohematol ogy/Blood
Bank, Perfusion

Problem:

OInan April 16, 2018, Voluntary Medical Device Safety Alert letter submitted by ECRI Institute member hospitals, Terumo states that if ablood warmer
is attached to the tubing set of the above apheresis systems and the blood warmer is not primed before use, air could be delivered to a patient. Thefirmis
reinforcing actions required to mitigate this risk. Terumo states that many Spectra Optia procedures include the option to use a blood warmer. The
Spectra Optia operator's manual instructs operators how to connect and prime a blood warmer when oneis used. The operator's manual also includes
warnings about the risk of delivering air to a patient if ablood warmer is not primed. These warnings appear throughout the manual in the "General
procedural warnings" section of the preface of the operator's manual and in the instructions for priming the lines before connecting the patient for each
procedure for which ablood warmer is an option. If an operator did not observe this warning and/or did not follow the instructions in the operator's
manual, this safety hazard could occur. Terumo further states that a blood warmer can be attached to the tubing set either at the beginning of a procedure
or during a procedure and that the following two scenarios could occur:

1.  Theoperator attaches a blood warmer to the return line at the beginning of the procedure. In this scenario, the operator sees the screen
shown in Figure 1 of the letter . The text and graphics instruct the operator to connect the blood warmer.

2. Theoperator connects a blood warmer to the return line in the latter stages of system prime but before the patient is connected, or the
operator connects a blood warmer to the return line mid-procedure. In this scenario, the text that instructs the operator to connect the
blood warmer and to prime the blood warmer tubing does not appear, as shown in Figure 2 of the |etter .

If an operator connects a blood warmer mid-run but fails to prime the blood warmer tubing set and continues to connect the patient and resumes the
procedure, any air in the blood warmer tubing set will be returned to the patient. If the operator fails to prime the blood warmer tubing set before
connecting the patient and beginning or resuming the procedure, air will be returned to the patient. The volume of air that could be infused depends upon
the size and type of blood warmer. Terumo further states that it has received no reports of air being returned to patients related to this problem. Health
Canada states atlhat the manufacturer initiated a product correction on April 3, 2018. The manufacturer has not confirmed the information provided in the
source material.

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have received the April 16, 2018, Voluntary Medical
Device Safety Alert letter and Acknowledgment of Receipt Form from Terumo, or that you have been otherwise contacted by the firm. Continue to use
your Spectra Optia system(s) in accordance with the operator's manual and the operator training materials. Terumo states that operators must follow good
clinical practice during use of the systems, as follows:

e When you configure the use of ablood warmer for the tubing set return line, the instructions to connect the blood warmer are displayed on
the screen before you connect the patient. Y ou must prime the blood warmer tubing set before you connect the patient (see Attachment 1,
Figures 1 and 2 of the letter ).

e |In Chapter 6, the " Selecting Procedure Options" section of the operator's manual, follow the updated instructions to indicate the use of a
blood warmer during the procedure. Y ou must prime the blood warmer tubing set before you connect the patient (see Attachment 1, Figures
3 and 4 of the |etter ).

Complete the Acknowledgment of Receipt Form, and return it to Terumo using the information on the form. Notify al relevant personnel at your facility
of theinformation in the letter. U.S. customers should report serious adverse events or product quality problems relating to the use of affected product to
FDA’'s MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using postage-paid FDA Form
3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website .
For Further Information:

Terumo BCT customer service center

u.s.

Tel.: (877) 339-4228 or (303) 231-4357
Canada

Tel.: (877) 722-8411

Website: Click here

References:

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172148/20180403TerumoSpectraOptiaApheresisSystemClientRedacted.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172148/20180403TerumoSpectraOptiaApheresisSystemClientRedacted.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172148/20180403TerumoSpectraOptiaApheresisSystemClientRedacted.pdf?option=80F0607

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172148/20180403TerumoSpectraOptiaApheresisSystemClientRedacted.pdf?option=80F0607

http://www.fda.gov/downloads/aboutfda/reportsmanualsforms/forms/ucm163919.pdf

http://www.fda.gov/Safety/MedWatch/default.htm

http://www.terumobct.com/LOCATION/NORTH-AMERICA/CONTACT-US/Pages/contact-form.aspx
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e Hedlth Canada. Recalls and safety alerts. Spectra Optia apheresis system [online]. 2018 Apr24 [cited 2018 Apr 24]. Available from Internet:
Click here.

Comments:

e JO0O0OThisdertisaliving document and may be updated when ECRI Institute receives additional information. In circumstancesin which
we determine that it is appropriate for customers to repest their review of an issue (e.g., when additional affected product has been
identified), we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations,
and/or source documents, to the original aert. For additional information regarding the format of this alert, refer to our HDA Format Guide

Source(s):

e 2018 Apr 24. Health Canada Recall Listings. Type Il. Health Canada reference no. RA-66544 Download
e 2018 Apr 24. Member Hospital. Terumo letter submitted by ECRI Institute member hospitals (includes reply form) Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2018/66544r-eng.php

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2018/66544r-eng.php

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172147/20180403TerumoSpectraOptiaApheresisSystemHC.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/172148/20180403TerumoSpectraOptiaApheresisSystemClientRedacted.pdf
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New

New

New

New

New

New

New

New

New

New

Dimension® clinical
chemistry system and
Dimension Vista®
System Gentamicin
(GENT) Flex® reagent
cartridge

Enzymatic assay for the
determination of
Acetaminophen

Hematology Analyzer
MEK-9100 Celltac G

MATCH IT! DNA
software

Oncomine Dx Target Test.

Oxoid Columbia CNA
Aesculin Selective Agar /
MacConkey Agar No. 3
(mod.)

Oxoid CT1412B CPO30
Cefpirome

Progesterone Saliva
Luminescence
Immunoassay

Vitamin D kit, 25-
hydroxyvitamin D3

Vitamin D total II, Elecsys
Vitamin D total II

Laboratory equipment

4/26/2018

4/29/2018

4/24/2018

4/29/2018

4/23/2018

4/24/2018

4/24/2018

4/24/2018

4/24/2018

4/29/2018

Siemens Healthcare
Diagnostics GmbH

Roche Diagnostics Corp

Nihon Kohden Corp.

Immucor GmbH.

Life Technologies Limited. ntegrated Gulfbiosystem:

Oxoid Ltd Div Thermo
Fisher Scientific Inc

Oxoid Ltd Div Thermo
Fisher Scientific Inc

Tecan Sales Austria
GmbH

Tecan Sales Austria
GmbH

Roche Diagnostics Corp

ABDULREHMAN AL
GOSAIBI GTB

FAROUK, MAAMOUN
TAMER & COMPANY

ABDULLA FOUAD
HOLDING COMPANY

Medical supplies &
Services Co.Ltd

Medical supplies &
Services Co.Ltd
Mediserv

Medical supplies &
Services Co.Ltd

Samir Photographic
Supplies Co. Ltd.

Samir Photographic
Supplies Co. Ltd.

FAROUK, MAAMOUN
TAMER & COMPANY

FSN

FSN

FSN

FSN

FSN

FSN

FSN

FSN
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https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12520
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12528
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12507
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12532
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12493
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12498
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12499
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12503
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12509
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12524

# New Acrodose PLus and PL
Systems with CLX HP
Bags
Medical software
# New iSite and IntelliSpace

Picture Archiving and

Communications Systems

4/23/2018

4/29/2018

Non-active implantable devices

New

New

New

New

# New

New

# New

New

Update

Blue Suture Grasper

da Vinci Xi EndoWrist
Stapler 45 Reload

Double Blade Shoe
F/Unigraft Knife 1.5 Thick
X 9MM SKU 6500009

Intramedullary Fixation

LactoSorb RapidFlap
Spindown Instruments

LEGION CR HIGH FLEX
XLPE

Orthopedic Salvage
System Modular
Arthrodesis Nail 0° Collar
Assemblies with Locking
Bolts

RegJoint™

Stage-1 Tissue Punch,
Disposable, 4.5mm

4/24/2018

4/29/2018

4/23/2018

4/23/2018

4/23/2018

4/29/2018

4/23/2018

4/29/2018

4/23/2018

Haemonetics Corp.

Philips Healthcare

Ranfac Corp.

Intuitive Surgical Inc

Ace Surgical Supply Co.,
Inc

Zimmer Biomet, Inc.

Zimmer Biomet, Inc.

Smith & Nephew inc

Zimmer Biomet, Inc.

Scaffdex Oy

Keystone Dental Inc.

Arabian Trade House
Est.

Philips Healthcare
Saudi Arabia Ltd.

Malath Health Medical

Gulf Medical Co.

Abdulrehman
Algosaibi GTC

Isam Economic Co.

Isam Economic Co.

Smith & Nephew inc

Isam Economic Co.

nce Nfood Medical Com|

N/A

FSN

FSN

FSN

FSN
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https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12502
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=8&rid=12525
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12496
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=2&rid=12490
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12530
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12531
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12497

www.ecri.org . Printed from Health Devices Alerts on Monday, April 23, 2018 Page 1

[Critical Priority ] - A30367 : Haemonetics—Acrodose PLus and PL Systems with CLX HP Bags:

Platelets Stored in Bag May Have Low pH; Bag May Become Discolored
Medical Device Ongoing Action, Blood Products Ongoing Action

Published: Thursday, April 19, 2018

UMDNS Terms:

® Blood Pheresis Sets, Closed [23147]
Product Identifier:

[Consumable]
Haemonetics Corp

Product Product No. Lot No.

Acrodose PLus System with Integrated eBDS, 732-82 1754045, 1754067, 1754068, 1754070,
Platelet Storage 1754084, 1754085, 1854001
Acrodose PLus System, Platelet Storage 732-83 1754089

Acrodose PL Systems Platelet Storage Bags 5- 732-86 1754048, 1754054, 1754069, 1754071,
Day Pool 1754072, 1754074, 1754075, 1754086,

1754087, 1754090

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Haemonetics Corp400 Wood Rd, Braintree, MA 02184-9114, United States
Suggested Distribution: Clinical Laboratory/Pathology, |mmunohematol ogy/Blood Bank, Materials Management

Problem: Inan April 6, 2018, Safety Alert and an April 13, 2018, MedWatch Safety Information Alert, FDA states that Haemonetics has received
reports of low pH readings for platelets stored in the CLX HP bag in the above systems. Platelets with pH lower than 6.2 and lack of "swirl" may not be
viable. Transfusion of these platelets may lead to delayed correction of coagulopathy or low quality prophylactic platelet transfusion, increasing the risk
of morbidity and mortality. FDA also states that in some instances, the drop in pH is accompanied by a yellow discoloration of the storage bag. FDA
further states that the manufacturer initiated arecall on March 28, 2018. The manufacturer has not confirmed the information provided in the source
material.

Action Needed:

Oldentify and discontinue use of any affected product in your inventory. If you have affected product, verify that you have reviewed the April 6, 2018, S
afety Alert and April 13, 2018, MedWatch Safety Information Alert and/or that you have been contacted by Haemonetics. U.S. customers should report
any adverse events or quality problems with affected product to FDA's MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by
fax at (800) 332-0178; by mail (using postage-paid FDA Form 3500, available here) at MedWatch, HF-2, FDA, 5600 Fishers Lane, Rockville, MD
20852-9787; or online at the MedWatch website .

For Further Information:
Haemonetics customer support team
Website: Click here

References:
United States:

Food and Drug Administration. Urgent medical devicerecall For Acrodose PLus and PL systems[online]. 2018 Apr 6 [cited 2018 Apr 16].
Available from Internet: Click here.

Food and Drug Administration. MedWatch. Acrodose PLus and PL systems by Haemonetics: recall —low pH readings for platelets stored in
CLX HP bag [online]. 2018 Apr 13 [cited 2018 Apr 16]. Available from Internet: Click here .

Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Apr 19. FDA. MedWatch Download
e 2018 Apr 19. FDA. Safety Alert Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



https://www.fda.gov/BiologicsBloodVaccines/SafetyAvailability/Recalls/ucm604017.htm?utm_campaign=What%27sNew2018-04-06&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/BiologicsBloodVaccines/SafetyAvailability/Recalls/ucm604017.htm?utm_campaign=What%27sNew2018-04-06&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm604567.htm?utm_campaign=Acrodose%20PLus%20and%20PL%20Systems%20by%20Haemonetics&amp;utm_medium=email&amp;utm_source=Eloqua

http://www.fda.gov/MedWatch/getforms.htm

https://www.fda.gov/Safety/MedWatch/default.htm

https://www.fda.gov/Safety/MedWatch/default.htm

http://www.haemonetics.com/en/Support/Global%20Customer%20Support%20Numbers/1_Select%20Country_CS.aspx?sc_lang=en-GB

https://www.fda.gov/BiologicsBloodVaccines/SafetyAvailability/Recalls/ucm604017.htm?utm_campaign=What%27sNew2018-04-06&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/BiologicsBloodVaccines/SafetyAvailability/Recalls/ucm604017.htm?utm_campaign=What%27sNew2018-04-06&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm604567.htm?utm_campaign=Acrodose%20PLus%20and%20PL%20Systems%20by%20Haemonetics&amp;utm_medium=email&amp;utm_source=Eloqua

https://www.fda.gov/Safety/MedWatch/SafetyInformation/SafetyAlertsforHumanMedicalProducts/ucm604567.htm?utm_campaign=Acrodose%20PLus%20and%20PL%20Systems%20by%20Haemonetics&amp;utm_medium=email&amp;utm_source=Eloqua

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171699/20180328HaemoneticsAcrodoseSystemsMedWatch.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171700/20180406HaemoneticsAcrodoseSystemsFDA.pdf
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[High Priority ] - A30432 : Philips—iSite and IntelliSpace Picture Archiving and Communications

Systems: May Exhibit Potential Cybersecurity Vulnerabilities
Medical Device Ongoing Action

Published: Tuesday, April 24, 2018

UMDNS Terms:

® |nformation Systems, Picture Archiving and Communication [17960]
Product Identifier:
[Capital Equipment]

Philips Healthcare

Product Model

Picture Archiving and Communications Systems (PACS) iSite, IntelliSpace

Geographic Regions: O(Impact in specific regions has not been identified or ruled out at the time of this posting), Worldwide
Manufacturer(s): Philips Healthcare3000 Minuteman Rd, Andover, MA 01810, United States
Suggested Distribution: Clinical/Biomedical Engineering, Diagnostic Imaging, Information Technology

Problem:

OlnaMarch 29, 2018, Advisory, the Industrial Control Systems Cyber Emergency Response Team (ICS-CERT) states that the above systems may have
several cybersecurity vulnerabilities that, if exploited, may compromise patient confidentiality, system integrity, and/or system availability. |ICS-CERT
also states that these vulnerabilities may allow attackers to provide unexpected input into the application, execute arbitrary code, ater the intended control
flow of the system, access sensitive information, or cause a system crash and that some of the vulnerabilities could be exploited remotely. ICS-CERT
further states that effect on individual organizations depends on many factors unique to each organizations. Additionaly, Philips states that it has received
no confirmed reports of patient harm and no complaints involving clinical use associated with these vulnerabilities. The potential vulnerabilities are as

follows:
e Improper Restriction of Operations within the Bounds of a Memory Buffer (CWE-119):

e Certain languages allow direct addressing of memory locations and do not automatically ensure that these locations are valid for
the memory buffer being referenced. This can cause read or write operations to be performed on memory locations that may be
associated with other variables, data structures, or internal program data. As aresult, an attacker may be able to execute arbitrary

code, alter the intended control flow, read sensitive information, or cause the system to crash.
e Code/Source Code Vulnerabilities (CWE-17):

e The software contains vulnerabilities typicaly introduced by code development or by the integration of third-party components

that might typically be controlled, mitigated, or remediated during design, development, or implementation of the software.
Vulnerabilities identified from this category include common weaknesses, including:

e Dataprocessing (CWE-19)
e Improper input validation (CWE-20)
e Security features (CWE-254)
o Credentials management (CWE-255)
e Not using password aging (CWE-262)
e Permissions/privileges/access controls to restrict access to aresource from an unauthorized actor (CWE-264)
e Authorization (CWE-284)
e Insufficient authentication to fully confirm the claim of identity from an actor (CWE-287)
e Cryptography (CWE-310)
e |nadequate encryption strength (CWE-326)
e Concurrent execution using shared resource with improper synchronization or ‘race condition’ (CWE-362)
e Resource management errors (CWE-399)
e |nsufficient controls over system resource consumption (CWE-400)
e Potential use of software memory buffers after the buffer has been freed/removed (CWE-416)
o NULL pointer dereference (CWE-476)
e Unquoted search path or element (CWE-428)
e \Weak password requirements (CWE-521)
e Use of hard-coded credentials (CWE-798)
e |Information Exposure (CWE-200):

e Intentional or unintentional disclosure of information to an actor not explicitly authorized to have accessto that information. Asa

result, an attacker may be able to read or enable unauthorized disclosure of sensitive information.
e Improper Control of Generation of Code ('Code Injection’) (CWE-94):

e The software constructs all or part of a code segment using externally influenced input from an upstream component, but it does
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not neutralize or incorrectly neutralizes special elements that could modify the syntax or behavior of the intended code segment.
Asaresult, an attacker may be able to execute unauthorized instructions or code.

o Weaknessesin OWA SP Top Ten (2013) (CWE-928):

e The software contains vulnerabilities within this category that include common weakness in improper neutralization of special
elements used in an OS command or ‘ OS command injection’ (CWE-78), failure to preserve web page structure or ‘ cross-site
scripting’ (CWE-79), improper authentication (CWE-287), improper certificate validation (CWE-295), clear text transmission of
sensitive information (CWE-319), and insufficient session expiration (CWE-613). As aresult, an attacker may be able to access
unauthorized resources or execute unauthorized instructions or code.

e Improper Restriction of XML External Entity Reference (‘'XXE') (CWE-611):

e The software processes an XML document that can contain XML entities with URL s that resolve to documents outside the
intended sphere of control, causing the product to embed incorrect documents into its output. As aresult, an attacker may cause
the system to read the contents of alocd file, force the application to make outgoing requests to servers that the attacker cannot
reach directly, and bypass firewall restrictions or hide the source of attacks such as port scanning.

ICS-CERT states that the above systems also contain other vulnerabilities from third parties including operating systems, networking equipment, and
network time protocol that could enable an attacker to cause a denial-of-service, execute arbitrary code, inject network packets, obtain sensitive
information, and/or gain unauthorized privileges to affect system confidentiality, integrity, or availability. The manufacturer has not confirmed the
information provided in the source material .

Action Needed:

Oldentify any affected systemsin your inventory. If you have affected systems, verify that you have reviewed the March 29, 2018, 1CS-CERT Advisory
. Philips recommends that all IntelliSpace PACS users participate in the monthly recurring patch program provided by the firm. In 2016, Philips
announced software updates and controlling mitigations on affected PACS systems to further limit the risk and exploitability of these vulnerabilities.
Philips recommends three paths that users can select depending on their particular situation; Philips offers these at no charge for full service delivery
model contracts. The three options are as follows:

e Enroll in the Philips recurring patching program, which will remediate 86% of all known vulnerabilities.

e Enrall in the Philips recurring patching program and update system firmware. This option will remediate 87% of all known vulnerabilities
including al known critical vulnerabilities.

e Enroll in the recurring patching program and update system firmware and upgrade to I ntelli Space PACS 4.4.55x with Windows operating
system 2012, which addresses product hardening. This option remediates 99.9% of al the known vulnerabilitiesincluding al critical
vulnerabilities.

Philips will continue to add cybersecurity vulnerability remediation improvements through its Secure Devel opment Lifecycle as threats continue.
Additiona mitigation guidance and recommended practices are publicly available in the NCCIC Technical Information Paper, |CS-TIP-12-146-01B--
Targeted Cyber Intrusion Detection and Mitigation Strategies , which is available for download from the ICS-CERT website . For the latest security
information for Philips products, see the Philips product security website available here.

For Further Information:

Philips

Website: Click here

References:
e United States. Department of Homeland Security. Industrial Control Systems Cyber Emergency Response Team. Advisory. Philips
iSite/IntelliSpace PACS vulnerabilities [onling]. 2018 Mar 29 [cited 2018 Apr 20]. Available from Internet: Click here .
Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide.

Source(s):
e 2018 Apr 20. ICS-CERT Advisory Download
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[High Priority ] - A30411 : Zimmer Biomet—LactoSorb RapidFlap Spindown Instruments: Outer

Plate Component May Exhibit Excessive Chamfer on Threading after Deburring Operations
Medical Device Ongoing Action

Published: Tuesday, April 17, 2018

UMDNS Terms:
® Clamps, Surgical, Bone, Plate Holding [21199]

® Clamps, Skull [15025]
Product Identifier:

[Consumable]
Zimmer Biomet
Product Part No. Lot No.
LactoSorb RapidFlap Spindown Instruments 915-0020 013040, 013050, 013060, 013070, 013080,

013090, 013100, 013120, 013130, 013140,
013150, 025720, 038090, 038100, 038110,
038120, 038130, 038160, 038170, 038200,
038210, 038220, 038230, 054050, 054080,
054090, 054110, 075970, 089200, 089210,
108270, 108280, 110830, 110840, 110870,
110920, 110930, 110950, 110980, 110990,
111000, 111010, 111020, 111070, 144270,
144280, 147300, 147350, 165500, 165510,
173190, 173210, 173220, 173230, 173260,
173270, 173280, 173300, 173320, 173340,
173350, 255240, 255270, 255290, 255300,
255310, 255320, 255340, 255350, 255370,
255380, 255390, 264730, 264750, 264760,
264770, 264780, 291390, 291400, 293380,
293390, 293400, 293410, 293470, 293480,
300420, 315430, 315450, 315460, 315470,
315500, 315520, 315530, 315540, 315550,
315560, 331800, 335580, 335590, 335600,
335610, 348850, 348860, 348870, 389450,
389460, 389470, 404640, 404650, 404660,
426470, 426500, 443260, 443270, 443280,
444360, 444370, 444390, 444400, 444410,
444420, 444430, 456140, 456340, 456350,
456370, 467210, 467220, 469270, 469280,
469290, 469300, 469310, 471700, 471720,
471760, 479770, 479780, 479790, 479800,
479810, 479820, 479830, 479840, 479850,
479880, 479890, 479910, 479920, 479930,
480560, 480620, 480660, 508520, 508530,
508540, 508550, 508560, 525820, 525830,
525850, 525860, 543330, 543340, 543370,
543380, 543390, 543400, 550440, 550450,
550460, 550470, 559890, 559900, 559910,
559920, 559930, 559950, 559960, 559980,
559990, 562220, 562230, 562240, 562250,
562260, 563380, 563390, 563400, 581190,
581200, 663560, 669150, 669160, 669180,
669190, 669200, 675730, 676640, 676650,
676720, 676730, 676740, 676750, 676760,
676780, 676790, 676800, 676820, 676840,
676850, 691060, 691100, 691110, 691230,
691240, 691250, 691300, 691320, 701210,
701220, 701230, 701240, 701250, 701270,
701280, 715290, 715300, 715310, 715320,
715330, 715340, 788400, 788410, 788420,
788430, 788440, 792970, 792990, 793000,
793010, 793050, 793080, 793090, 793100,
810070, 810100, 810110, 835080, 835090,
835100, 835120, 835140, 875960, 876060,
876070, 876090, 876100, 876110, 876120,
876130, 876150, 898160, 898170, 898200,
898240, 898260, 898320, 898360, 914430,
914450, 914460, 930760, 930780, 930810,
930840, 930850, 930860, 930870, 946980,
947030, 947070, 991710, 991740, 991750,
991760, 991770, 991780, 997070, 997110,
997120, 997130, 997150, 997160, 997170,
997190, 997300, 997320, 997340, 997360,
997390, 997400, 997410

Geographic Regions: Argentina, China, Colombia, Europe, Japan, South Africa, Thailand, U.S., Vietnam

Manufacturer(s): Zimmer Biomet345 E Main St, Warsaw, IN 46580, United States

Suggested Distribution: OR/Surgery, Orthopedics, Neurology, Materials Management

Problem:

OInan April 5, 2018, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Zimmer Biomet states that the outer plate

component (part number 915-0020-03) of the above instruments may exhibit excessive chamfer on the threading after deburring operations, potentially
resulting in nonconforming product in which the threads of the outer plate component have limited to no engagement with the post component (part
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number 915-0020-01). Zimmer Biomet also states that this problem is highly detectible before implantation of the device, and an adverse patient health
outcome is not anticipated. Zimmer Biomet further states that the most probabl e risks associated with this problem are as follows:

e Manual deburring creates a chamfer.

e Chamfer is enough to affect thread engagement.

e The surgeon identifies that there is minimal thread engagement and replaces the part before implantation.
e Minor delay in surgery occurs.

Zimmer Biomet also identifies the following highest severity adverse events associated with this problem:
e Manual deburring creates a chamfer.
e Chamfer isenough to affect thread engagement.
e The surgeon places several clamps under the bone flap and begins securing clamps (clamp down and heat pen).
e After parts are secured, a specific clamp has thread engagement problems.
e Secured parts may be removed because of the nonfunctioning device.
e Major delay in surgery occurs.

Action Needed:

Oldentify and isolate any affected product in your inventory. If you have affected product, verify that you have received the April 5, 2018, Urgent
Medical Device Recall letter and Inventory Return Certification Form from Zimmer Biomet. Complete the Inventory Return Certification Form, and
return it to Zimmer Biomet using the instructions on the form. Return affected product, along with a copy of the completed form, to Zimmer Biomet at
the address on the form. Mark "RECALL" on the outside of the returned cartons. Report any adverse events associated with the use of affected product to
Zimmer Biomet by e-mail at FXJAX.complaints@zimmerbiomet.com . U.S. customers should report adverse events or product quality problems relating
to the use of affected product to FDA’s MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail
(using postage-paid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online
at the MedWatch website .

For Further Information:

Danielle Wernikowski, Zimmer Biomet

Tel.: (904) 741-4400, ext. 9133, 8 am. to 5 p.m. Eastern time, Monday through Friday

E-mail: Danielle.Wernikowski@zimmerbiomet.com .

Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this dert, refer to our HDA Format Guide .

Source(s):
e 2018 Apr 16. Member Hospital. ZFA 2018-00172 (includes reply form) Download
e 2018 Apr 17. Manufacturer. The manufacturer confirmed the information provided in the source material.
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[High Priority ] - A30427 : Zimmer Biomet—Orthopedic Salvage System Modular Arthrodesis Nail 0°

Collar Assemblies with Locking Bolts: Locking Collar Screws May Have Dry Blast Irregularity
Medical Device Ongoing Action

Published: Wednesday, April 18, 2018

UMDNS Terms:
® Nails, Bone[16078]

® Prostheses, Joint, Knee, Total [16096]
Product Identifier:

[Consumable]
Zimmer Biomet S
Product Item No. Lot No. Distribution Date
Orthopedic Salvage System (OSS) CP260600 333020, 360610 Dec 2015 to Nov 2017

Modular Arthrodesis Nail 0° Collar
Assembly with Locking Bolts

Geographic Regions: Germany, Malaysia, Spain, U.S.
Manufacturer(s): Zimmer Biomet345 E Main St, Warsaw, IN 46580, United States
Suggested Distribution: OR/Surgery, Orthopedics, Materials Management

Problem:

Olnan April 3, 2018, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Zimmer Biomet states that the locking collar
screws packaged with the locking collar of the above systems may have adry blast irregularity, potentially leading to surgical delay greater than 30
minutes, pain caused by implant fracture, or loosening or screw backing out, necessitating surgical intervention. Zimmer Biomet also states that this
problem can be identified during surgery if screw galling and/or overtightening immediately occurs.

Action Needed:

Oldentify and isolate any affected product in your inventory. If you have affected product, verify that you have received the April 3, 2018, Urgent
Medical Device Recall letter and Certificate of Acknowledgment form from Zimmer Biomet. Y our Zimmer Biomet sales representative will remove
affected product from your facility. Regardless of whether you have affected product, complete the Certificate of Acknowledgment Form and return it to
Zimmer Biomet using the instructions on the form. Zimmer Biomet states that there are no specific monitoring instructions related to this problem
recommended beyond the surgeon's existing follow-up schedule. Report any adverse events associated with the use of affected product to Zimmer Biomet
by e-mail at product.experience@zimmerbiomet.com . U.S. customers should report adverse events or product quality problems relating to the use of
affected product to FDA’s MedWatch Adverse Event Reporting program by telephone at (800) 332-1088; by fax at (800) 332-0178; by mail (using
poestbagepaid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787; or online at the
website .

For Further Information:

Zimmer Biomet customer service department

Tel.: (574) 371-3071, 8 am. to 5 p.m. Eastern time, Monday through Friday

E-mail: CorporateQuality.PostM arket@zimmerbiomet.com

Website: Click here

Comments:

e [Thisaertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 Apr 18. Member Hospital. ZFA 2018-00094 (includes reply form) Download
e 2018 Apr 18. Manufacturer. The manufacturer confirmed the information provided in the source material.
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[High Priority ] - A30444 : Smiths—Barrel Clamp Guides Used to Repair Medfusion Syringe Pumps:
Guide Defect May Result in Pump Not Recognizing Syringes or Syringe Size, Potentially Leading to
Interruption of Therapy or Over- or Underinfusion

Medical Device Ongoing Action

Published: Tuesday, April 24, 2018
Last Updated: Thursday, April 26, 2018

UMDNS Terms:

® |nfusion Pumps, Multitherapy, Syringe [13217]
Product Identifier:
[Consumable, Capital Equipment]

Smiths Medical ASD Inc

Product Part No. Lot No. Distribution Date
Barrel Clamp Guides individualy sold G6000716 P0239588, P0321444, P0390027, Feb 2015 to Nov 2017
for facility self-repair and service of P0423639, P0462421

Medfusion Syringe Pumps

Geographic Regions: (Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Smiths Medical ASD Inc 1265 Grey Fox Rd, St Paul, MN 55112, United States

Suggested Distribution: Anesthesia, Clinical/Biomedical Engineering, Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery,
Information Technology, NICU, IV Therapy, Materials Management

Problem: Inan April 13, 2018, Urgent Medical Device Recall Notice letter submitted by an ECRI Institute member hospital, Smiths states that the
above barrel clamp guides may have aridge that may cause spring slippage, potentialy resulting in the inability of the pump to recognize loaded syringes
or to misidentify syringe size. If the clinician does not notice the pump’s misidentification of the syringe before starting an infusion, this problem may
Iﬁ'_ad to %tlelay ininfusion, interruption of therapy, or under- or overdelivery of medication. Smiths has received one report of serious injury associated with
this problem.

Action Needed:

Identify any affected guidesin your inventory. If you have affected guides, verify that you have received the April 13, 2018, Urgent Medical Device
Recall letter, Response Form, return label, and syringe verification reference tool from Smiths. Regardiess of whether you have affected guides, complete
the Response Form and return it to Stericycle by e-mail at SmithsM edical5120@stericycle.com . Return affected barrel clamp guides to Stericycle for
destruction using the return label. Upon processing of returned guides, Smiths will provide your facility with replacement product. If affected barrel
clamp guides have aready been installed in your pumps, you may continue to use the pumps, but use the syringe verification reference tool until pumps
installed with affected guides are repaired. Notify all relevant personnel at your facility of the information in the letter, and forward a copy of the letter to
any facility to which you have further distributed affected product.

For Further Information:

Smiths Medical

Website: Click here

Stericycle

E-mail: SmithsM edical5120@stericycle.com

Website: Click here

Comments:
e For information on potentially related actions, see Alerts A29811, A29811 01, and A30162 .

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additional information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):

e 2018 Apr 23. Member Hospital. Smiths |etter submitted by an ECRI Institute member hospital. Reference No. 5120 (includes reply
form) Download

e 2018 Apr 23. Manufacturer. The manufacturer confirmed the information in the source material.
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[High Priority ] - A30419 : Cook—Female to Male Luer Lock Connecting Tubes: Cap-Adapter

Assembly May Not Be Adequately Tightened, Potentially Leading to Fluid Leakage or Air Aspiration
Medical Device Ongoing Action

Published: Thursday, April 19, 2018

UMDNS Terms:

® |ntravenous Line Connectors [17501]
Product Identifier:

[Consumable]
Product gg?elf,e'\ﬁggi,\clgl_ Order No. Lot No.
Connecting Tubes, Femaleto Male Luer Lock HPCT8.8-60-M-FM G00066 7853883, 7871665, 7940332
HPCT8.8-60-M-FM-BNS G31762 NS7881928, NS7898133
HPCT8.8-30-M-FM G00063 7828771, 7846437, 7863752,

7881930, 7886974, 7886975

HPCT8.8-80-M-FM G00068 7844043, 7898128, 7940347,
NS7904210
HPCT8.8-100-M-FM G00058 NS7835000, NS7835001,

NS7846433, NS7853877,
NS7853880, NS7866660,
NS7875342, NS7898129,
NS7898130, NS7898131,
NS7928009, NS7928014,
NS7940349

HPCT8.8-120-M-FM G00060 7797164, 7844038, 7844039,
7844040, 7844041, 7844042,
7846434, 7846435, 7853869,
7853870, 7853871, 7853872,
7853873, 7853874, 7857491,
7857492, 7857493, 7857494,
7857495, 7857496, 7857497,
7857498, 7857499, 7857500,
7863742, 7863744, 7863745,
7863747, 7863748, 7863749,
7863750, 7863751, 7871644,
7871645, 7871646, 7871647,
7881937, 7881938, 7881939,
7881940, 7881941, 7881942,
7888498, 7888505, 7888506,
7888507, 7917423, 7917424,
7917425, 7917426, 7917434,
7925136, 7925137, 7925138,
7925139, 7925140, 7940326,
7940327, 7940328, 7940345,
7940346, 7949048,
NS7835002, NS7875343,
NS7881929, NS7888468,
NS7928016, NS7940350

Geographic Regions: [0Japan, Korea, Taiwan, &#160;U.S.
Manufacturer(s): Cook Medical 750 Daniels Way, PO Box 489, Bloomington, IN 47402-1608, United States
Suggested Distribution: Critical Care, Emergency/Outpatient Services, Nursing, OR/Surgery, IV Therapy, Materials Management

Problem:

OInaMarch 19, 2018, Urgent Medical Device Recall letter submitted by an ECRI Institute member hospital, Cook states that the above connecting tubes
may have been manufactured with equipment that was out of calibration, potentially resulting in the cap-adapter assembly of the device not being
adequately tightened. This could lead to fluid leakage from the connecting tube or air aspiration into the connecting tube.

Action Needed:

Identify and isolate any affected product in your inventory. If you have affected product, verify that you have received the March 19, 2018, Urgent
Medical Device Recall letter and Acknowledgment and Receipt Form from Cook. Regardless of whether you have affected product, complete

the Acknowledgment and Receipt Form and return it to Cook using the information in the letter. Return affected product, aong with a copy of the
Acknowledgment and Receipt Form, to Cook for credit. Report any adverse events related to affected product to the Cook Medical customer relations
department using the information below. U.S. customers should also report any problems with affected product to FDA’s MedWatch Adverse Event
Reporting program by telephone at (800) 332-1088; by mail (using postage-paid FDA Form 3500, available here) at Food and Drug Administration,
5600 Fishers Lane, Rockville, MD 20852-9787; or online at the MedWatch website . Notify all relevant personnel at your facility of the information in
the letter, and forward a copy of the letter to any facility to which you have further distributed affected product.

For Further Information:

Cook Medical customer relations department

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.
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Tel.: (800) 457-4500 or (812) 339-2235, 7:30 am. to 5 p.m. Eastern time, Monday through Friday
E-mall: CustomerRelationsNA @cookmedical.com
Website: Click here

Comments:

e [Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determinethat it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Apr 18. Member Hospital. Cook letter submitted by ECRI Institute member hospital (includes reply form) Download
e 2018 Apr 19. Manufacturer. Manufacturer confirmed information

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.
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[High Priority ] - A30453 : Stryker—FlowGate 2 Balloon Guide Catheters: Outer Diameter May Exceed
Specification, Potentially Resulting in Difficulty or Inability to Insert Catheters into Interfacing
Devices

Medical Device Ongoing Action

Published: Thursday, April 26, 2018

UMDNS Terms:

® Catheters, Vascular, Guiding [17846]
Product Identifier:

[Consumable]
Stryker Medical
Product Catalog No.
8 Fr x 85 cm FlowGate 2 Balloon Guide Catheters 90485
8 Fr x 95 cm FlowGate 2 Balloon Guide Catheters 90495

Geographic Regions: U.S.
Manufacturer(s): Stryker Medical3800 E Centre Ave, Portage, MI 49002, United States
Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, OR/Surgery, Materials Management

Problem: Inan April 12, 2018, Urgent Medical Device Voluntary Customer Communication letter submitted by ECRI Institute member hospitals,
Stryker states that the above catheters may have been manufactured with an outer diameter at the transition of the balloon and the catheter surface that
exceeds specification, potentially rendering the catheters incompatible with interfacing devices such as introducer sheaths. Stryker also states that this
problem may result in the inability to insert the above catheters into the interfacing devices or excessive resistance when the catheter is advanced through
the interfacing device. Stryker further states that this problem does not affect patients who were previously treated using affected catheters and that the
most likely negative effect is prolongation of the procedure. The manufacturer states that this problem is lot-specific and limited to the U.S.

Action Needed: Identify any affected product in your inventory. For alist of affected lot numbers, see the letter sent to your facility. If you have
affected product, verify that you have received the April 12, 2018, Urgent Medical Device Voluntary Customer Communication letter and
Acknowledgment Form from Stryker. The firm requests that you compl ete the following actions:

e Review thedirections for use (DFU), and ensure that users comply with the recommendations, especialy the following:

e "Never advance or torque catheter against resistance without careful assessment of cause of resistance using fluoroscopy. If cause
cannot be determined, withdraw catheter. Movement against resistance may result in damage to vessel or catheter.”

e |f resistance between the catheter and an interfacing device and a source cannot be determined in accordance with the DFU, withdraw the
catheter and use a replacement device to continue the procedure.

o Notify al relevant personnel at your facility of the information in the letter. Retain a copy of the letter with your records
e Inform Stryker of any facilities to which you have further distributed affected product, and provide Stryker with their contact information.
e Complete the Acknowledgment Form, and return it to Stryker using the information on the form.

Stryker states that you may continue to use affected product in accordance with the DFU.

For Further Information:

Stryker

E-mail: NVFieldActions@stryker.com
Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repeat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update alert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):

e 2018 Apr 23. Member Hospital. Stryker letter submitted by an ECRI Institute member hospital. Reference No. RA2018-1751649 (includes
reply form) Download

e 2018 Apr 26. Manufacturer. The manufacturer confirmed the information in the source material.

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.
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[High Priority ] - A30445 : Cardinal Health—Fluid Management Products: May Be Missing One-Way

Valve on Fluid Patient Port
Medical Device Ongoing Action

Published: Monday, April 23, 2018

UMDNS Terms:
® Collection Containers, Aspirator/Suction Unit [10211]

® Aspirator/Suction Unit Collection Container Liners [39400]
Product Identifier:

[Consumable]
Product g?ggﬂgk‘g‘?alth Lot No.
1,000 cc Flex ADUENT Liners 65651-910C J802-384, J802-391
1,000 cc Flex Advantage Kits 65651-916K J802-386
1,500 cc Suction Liners 65651-920C J802-396

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), U.S.
Manufacturer(s): Cardina Health7000 Cardinal PI, Dublin, OH 43017, United States
Suggested Distribution: OR/Surgery, Materials Management

Problem:

OlnaMarch 28, 2018, Urgent Product Recall letter submitted by an ECRI Institute member hospital, Cardinal Health states that the above fluid
management products may be missing a one-way valve on the fluid patient port. The manufacturer has not confirmed the information provided in the
source material.

Action Needed:

Oldentify and isolate any affected product in your inventory. If you have affected product, verify that you have received the March 28, 2018, Urgent
Product Recall letter and acknowledgment form from Cardinal Health. Regardless of whether you have affected product, complete the acknowledgment
form and return it to Cardinal Health using the instructions on the form. To arrange for product return and to receive credit, contact the Cardinal Health
customer service department by telephone at (800) 964-5227.

For Further Information:

Cardinal Health customer advocacy department

Tel.: (800) 292-9332

Website: Click here

Comments:

e [Thisadertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original alert. For additional information regarding the format of this alert, refer to our HDA Format Guide .

Source(s):
e 2018 Apr 23. Member Hospital. Cardinal Health Event-2018-01309 (includes reply form) Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
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New

New

New

New

New

New

Portex® Thoracic 4/24/2018 Smiths Medical almadar medical Est. FSN
Catheter and Connecting International Limited
Tube

PosiFlush Heparin Lock ~ 4/29/2018 Becton Dickinson & Co.  Becton Dickinson B.V. 2

Flush Syringes and Pre- (BD)
filled Normal Saline
Syringes
SeQuent Please OTW 4/24/2018  B. Braun Melsungen ProMedEx FSN

Soft-Trans Embryo 4/24/2018 Cook Medical Europe  Majal Care for Trading FSN
Transfer Catheter Limited Est.

Sterile Single Use Spinal ~ 4/26/2018 Saudi Mais for Medical Saudi Mais Co. For FSN

needle with Products Medical Products
Introducer
Transanal Endoscopic 4/23/2018 Richard Wolf GmbH Al-Jeel Medical & 2
Microsurgery (TEM) Tube Trading Co. LTD
Sets

*  The sign (#) on the left side of the FSN's indicates that the source of this FSN is ECRI
* Undicates that medical devices subject to removal and/ or destroyed action.

* SBED Team Recommend ensuring The listed Distributors in this report as they may
differ from the distributors you are dealing with

SBED is devoted to receive the adverse event report and feedback information about
any medical devices malfunction from hospitals and healthcare facilities all around KSA,
studying them and collaborative working with manufacturers, authorized
representatives and distributors to take the right action and assuring the proper safe
performance.

To see recent recalls kindly visit the following link:

http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositelListing.aspx

In case you find an effected medical devices by any of the published FSN/Recalls, we
urges you to contact the local representative and the National Center for Medical
Device Reporting in order to ensure corrective or planed action been implemented.

https
://nc



https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12506
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12510
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=6&rid=12505
https://ncmdr.sfda.gov.sa/Secure/CA/CaViewRecall.aspx?caid=4&rid=12517
http://ncmdr.sfda.gov.sa/Secure/CA/CaCompositeListing.aspx

[High Priority ] - A30457 : BD—PosiFlush Heparin Lock Flush Syringes and Pre-filled Normal Saline

www.ecri.org . Printed from Health Devices Alerts on Sunday, April 29, 2018 Page 1

Syringes: May Be Contaminated with Serratia marcescens

Medical Device Ongoing Action, Pharmaceuticals Ongoing Action

Published: Tuesday, April 24, 2018
Last Updated: Thursday, April 26, 2018

UMDNS Terms:

® Needles, Injection, Intravenous [12748]

Product Identifier:
[Consumable]

Product

Pre-Filled Normal Saline

Syringes

PosiFlush Heparin Lock

Flush Syringes

Pre-Filled Normal Saline
Syringes with Blunt Plastic

Cannula

PosiFlush Heparin Lock
Flush Syringes with Blunt

Plastic Cannula

BD
Catalog No.

306500
306502
306503
306504
306505
306507
306508
306509
306510
306511
306513
306514
306515
306516
306517
306521
306528
306512

306518

306525

306531

Geographic Regions: Bermuda, Brazil, Canada, U.S.

uDlI

(01)50382903065009

(01)50382903065023

(01)50382903065030

(01)50382903065047

(01)50382903065054

(01)50382903065078

(01)50382903065085

(01)50382903065092

(01)50382903065108

(01)50382903065115

(01)50382903065139

(01)50382903065146

(01)50382903065153

(01)50382903065160

(01)50382903065177

(01)50382903065214

(01)50382903065283

(01)50382903065122

(01)50382903065184

(01)50382903065252

(01)50382903065313

Manufacturer(s): BD1 Becton Dr, Franklin Lakes, NJ 07417-1884, United States

©2018 ECRI Institute

5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.

Lot No.

708111D to 735212A

706012B to 734511C

706512B to 730611C

714312C to 735212C

714511C to 730411C

705311B to 735211C

706211B to 734211C

710272N to 734111IN

707672N to 735222N

707671N to 735221IN

707471N to 735211N

708782N to 734211IN

707971N to 735311N

708071N to 730612N

710371N to 734221IN

710071N to 731921IN

710372N to 719121IN

710271N to 733811IN

715013C to 735211A

713772N to 734011N

716091N to 733421IN
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Suggested Distribution: Cardiology/Cardiac Catheterization Laboratory, Critical Care, Emergency/Outpatient Services, Infection Control,
Nursing, OR/Surgery, NICU, Pharmacy, IV Therapy, Materials Management

Problem: Inan April 20, 2018, Urgent Medical Device Recall letter submitted by ECRI Institute member hospitals, BD states that it isrecalling the
above syringes because of the potentia for contamination with Serratia marcescens. BD aso states that it was notified by FDA and CDC about a
potentia epidemiological link between catheter-related bloodstream infections and S. marcescens. Specificaly, the firms identified a potential connection
between reports of infection in a small number of patients caused by S. marcescens across multiple states. CDC's initia investigation found that affected
patients had received treatment using certain BD flush products; however, BD states that to date, no evidence of BD flush product testing positive for this
bacteriaexists. BD, FDA, and CDC are conducting ongoing investigations. BD states that thisrecall covers products manufactured at asingle
manufacturing facility and that it does not affect the firm's highest volume of flush products.

Action Needed:

Identify, isolate, and discontinue use of any affected product in your inventory. For pictures of product labeling and locations of affected product
numbers, refer to attachment B in the letter . If you have affected product, verify that you have received the April 20, 2018, Urgent Medical Device
Recall letter and Customer Recall Response Form from BD. Regardless of whether you have affected product, complete the Customer Recall Response
Form and return it to BD using the information on the form. Return affected product to BD using the packing instructions in the letter. BD will replace
affected product. Notify all relevant personnel at your facility of the information in the letter. U.S. customers should report adverse events or product
quality problems relating to the use of affected product to FDA's MedWatch Adverse Event Reporting program by telephone at (800) 332-1088

; by fax at (800) 332-0178

; by mail (using postage-paid FDA Form 3500, available here) at Food and Drug Administration, HF-2, 5600 Fishers Lane, Rockville, MD 20852-9787;
or online at the MedWatch website .

For Further Information:

BD

Tel.: (866) 660-8973, 8 am. to 5 p.m. Eastern time, Monday through Friday

Website: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):
e 2018 Apr 23. Member Hospital. BD letter submitted by ECRI Institute member hospitals (includes reply form) Download
e 2018 Apr 25. Manufacturer. Manufacturer confirmed information

©2018 ECRI Ingtitute
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[High Priority ] - A30362 : Richard Wolf—TEM Tube Sets: Pump Tube Ends May Be Mixed Up
Medical Device Ongoing Action

Published: Thursday, April 19, 2018

UMDNS Terms:

® Anoscopes [10156]
Product Identifier:

[Consumable]
Richard Wolf GmbH
Product Part No. Lot No.
Transanal Endoscopic Microsurgery (TEM) Tube Sets 4170801 32062417, 3213317

Geographic Regions: O(Impact in additional regions has not been identified or ruled out at the time of this posting), Canada, Europe, U.K., U.S.
Manufacturer(s): Richard Wolf GmbHPforzheimer Strasse 32, D-75438 Knittlingen, Germany
Suggested Distribution: OR/Surgery, Gastroenterology, Materials Management

Problem:

OInaMarch 26 and 29, 2018, Urgent Safety Information letters posted by the U.K. Medicines and Healthcare Products Regulatory Agency (MHRA) and
submitted by ECRI Institute member hospitals, respectively, Richard Wolf states that the ends of the pump tubes contained in the above sets may be
mixed up because of a supplier error. Richard Wolf also statesthat if the tube is unpacked in the operating room shortly before the operation on a patient
starts and the function check is carried out by means of the tube connection, operating time may be extended because of the fault. Health Canada states
that the manufacturer initiated arecall on March 26, 2018. The manufacturer has not confirmed the information provided in the source material.

Action Needed:

Oldentify, isolate, and discard any affected tube setsin your inventory. If you have affected tube sets, verify that you have received the March 26 and/or
29, 2018, Urgent Safety Information letter and Answer form from Richard Wolf. Notify all relevant personnel at your facility of the information in the
letter, and forward a copy of the letter to any facility to which you have further distributed affected product and inform Richard Wolf of the transfer using
the information below. Regardless of whether you have affected product, complete the Answer form, and return it to Richard Wolf using the instructions
in the letter. Upon receipt of the form, Richard Wolf will provide your facility with replacement product.

For Further Information:

For inquiries regarding safety:

Oliver Ehrlich, Richard Wolf safety officer for technical products
Tel.: 49 (7043) 351013

E-mail: oliver.ehrlich@richard-wolf.com

UsS.:

For Answer form return and related inquiries:
LisaWilliams, Richard Wolf regulatory specialist
Tel.: (847) 913-1113, ext. 225

E-mall: Lwilliams@richardwolfusa.com
Europe/U.K.:

For inquiries regarding handling:

Marek Rast, Richard Wolf head of technical services
Tel.: 49 (7043) 351046

E-mail: marek.rast@richard-wolf.com

Website: Click here

References:

e Great Britain. Medicines and Healthcare Products Regulatory Agency. Richard Wolf GmbH: tube set for TEM [online]. London:
Department of Health; 2018 Apr 9 [cited 2018 Apr 18]. (Field safety notice; reference no. 2018/003/029/701/003). Available from Internet:
here.

e Health Canada. Recalls and safety alerts. TEM tube set, single-use item, sterile [online]. 2018 Apr 13 [cited 2018 Apr 18]. Available from
Internet: Click here

Comments:

e Thisalertisaliving document and may be updated when ECRI Institute receives additional information. In circumstances in which we
determine that it is appropriate for customers to repesat their review of an issue (e.g., when additional affected product has been identified),
we will post a separate update aert. In other cases, we may add information, such as additional commentary, recommendations, and/or
source documents, to the original aert. For additiona information regarding the format of this aert, refer to our HDA Format Guide .

Source(s):

e 2018 Apr 18. Member Hospital. Richard Wolf letter submitted by an ECRI Institute member hospital: QM 700010155 Download

e 2018 Apr 18. Health Canada Recall Listings. Type |I. RA-66408 Download

e 2018 Apr 18. MHRA FSN. 2018/003/029/701/003 Download

e 2018 Apr 18. MHRA FSN. QM 700010155 (includes reply form) Download

©2018 ECRI Ingtitute
5200 Butler Pike, Plymouth Meeting, PA 19462-1298, USA
May be reproduced by subscribing institution for internal distribution only.



mailto:oliver.ehrlich@richard-wolf.com

mailto:Lwilliams@richardwolfusa.com

mailto:marek.rast@richard-wolf.com

http://www.richard-wolf.com/en/contact.html

https://www.gov.uk/drug-device-alerts/field-safety-notice-02-06-april-2018?utm_source=4aa5026f-4fa1-4e31-a60f-8ca88d63bda4&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

https://www.gov.uk/drug-device-alerts/field-safety-notice-02-06-april-2018?utm_source=4aa5026f-4fa1-4e31-a60f-8ca88d63bda4&amp;utm_medium=email&amp;utm_campaign=govuk-notifications&amp;utm_content=immediate

http://healthycanadians.gc.ca/recall-alert-rappel-avis/hc-sc/2018/66408r-eng.php

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

www.ecri.org/Components/AlertsTrackerHelp/Documents/HDA%20Format%20Guide_July%202011.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171740/20180329RichardWolfTEMTubeSetsClientRedacted.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171741/20180326RichardWolfTEMTubeSetsHC.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171742/20180409RichardWolfTEMTubeSetsMHRA.pdf

http://www.ecri.org/sites/alertscontent/Lists/SourceDocuments/Attachments/171743/20180326RichardWolfTEMTubeSetsMHRA.pdf



MMOqalaa
(A30362) Richard Wolf-TEM Tube Sets - Pump Tube Ends May Be Mixed Up.pdf


