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Safety Communication                                                  رسالة سلامة   
 

Various Products and Systems Using Microsoft Operating Systems may Be 

Susceptible to Cybersecurity Vulnerabilities 

Device/ Product 

Description: 
Various Products and Systems Using Microsoft Operating Systems 

Manufacturer: Philips Healthcare 

Problem 

Summary: 

 

Philips states that it is monitoring developments and updates related to the 

recent Microsoft alert concerning a set of fixes affecting Windows TCP/IP 

implementation that includes two critical Remote Code Execution (RCE) 

vulnerabilities (CVE-2021-24074, CVE-2021-24094) and an important Denial 

of Service (DoS) vulnerability (CVE-2021-24086) 

 

For more information, please check the (Link). 

 

 
If you think you had a problem with your device or a device your patient uses, please 

report the problem to SFDA through: 
NCMDR 

Vigilance system 

19999 unified call center 

 

Authorized 

Representative 

Details 

AR name: Philips Healthcare Saudi Arabia Ltd. 

Assigned Contact Person: Mohammed Alsamhan 

Mobile/Phone: +966 503879145 

Email: Mohammed.alsamhan@philips.com  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-24074
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-24094
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-24086
https://www.philips.com/a-w/security/security-advisories.html
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report
mailto:Mohammed.alsamhan@philips.com

