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Safety Communication                                                  رسالة سلامة   
 

Possible systems security vulnerabilities 

 

Device/ Product 

Description: 
Various Systems Using Apache Java Log4j Library Utility 

 

Affected product: 

 

 

 Manufacturer Name Link 

Philips Philips 

Siemens Healthineers Siemens  

Varian Medical Systems Varian 

Beckman Coulter Beckman 

 

 

 

 

 

 

Problem: 

 

Apache has confirmed that a critical Remote Code Execution vulnerability (CVE-

2021-44228 and CVE-2021-45046) exists in their Log4j utility. Log4j is an open 

source, java-based logging utility.  

 

 

Recommendation

/Actions: 

 

For more information and support please contact your supplier. 

 

Also, you can visit Apache Log4j Security Vulnerabilities via: Apache 

and the following websites: Philips , Siemens  , Varian , Beckman  

 

If you think you had a problem with your device or a device your patient uses, please 

report the problem to SFDA through: 

NCMDR 

Vigilance system 

(19999) unified call center 

 

https://www.philips.com/a-w/security/security-advisories.html?_ga=2.57718889.2135060937.1636478482-1920833098.1587996628&_gl=1%2aphxuvm%2a_ga%2aMTkyMDgzMzA5OC4xNTg3OTk2NjI4%2a_ga_2NMXNNS6LE%2aMTYzNjU1NTAzMy4yMy4xLjE2MzY1NTUwNTkuMzQ
https://www.siemens-healthineers.com/en-us/support-documentation/cybersecurity/cve-2021-44228
https://www.varian.com/resources-support/services/cybersecurity-varian/java-log4j-vulnerabilities
https://www.beckmancoulter.com/en/about-beckman-coulter/product-security/product-security-updates/product-specific-security-information---apache-log4j
https://logging.apache.org/log4j/2.x/security.html
https://www.philips.com/a-w/security/security-advisories.html?_ga=2.57718889.2135060937.1636478482-1920833098.1587996628&_gl=1%2aphxuvm%2a_ga%2aMTkyMDgzMzA5OC4xNTg3OTk2NjI4%2a_ga_2NMXNNS6LE%2aMTYzNjU1NTAzMy4yMy4xLjE2MzY1NTUwNTkuMzQ
https://www.philips.com/a-w/security/security-advisories.html?_ga=2.57718889.2135060937.1636478482-1920833098.1587996628&_gl=1%2aphxuvm%2a_ga%2aMTkyMDgzMzA5OC4xNTg3OTk2NjI4%2a_ga_2NMXNNS6LE%2aMTYzNjU1NTAzMy4yMy4xLjE2MzY1NTUwNTkuMzQ
https://www.siemens-healthineers.com/en-us/support-documentation/cybersecurity/cve-2021-44228
https://www.varian.com/resources-support/services/cybersecurity-varian/java-log4j-vulnerabilities
https://www.beckmancoulter.com/en/about-beckman-coulter/product-security/product-security-updates/product-specific-security-information---apache-log4j
https://ncmdr.sfda.gov.sa/Default.aspx
https://ade.sfda.gov.sa/Home/Report

